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e Avant toute choses, il vous faudra ouvrir I'onglet suivant ;

MDM : https://mdm.manageengine.eu/webclient#/uems/mdm/home

e Vous allez vous retrouvez sur l'interface suivante :

ManageEngmé\ 2 =
Mobile Device Manager Plus

Mgmt Inventory Enrollment Reports: Admin Support
Your setupis still unsafe! Configure the security and privacy settings for server and device to ensure improved security and privacy. Learn more
MDM is getting bigger and better! €]
With support for Azure AD integration, you can now login/enroll and do lots more, with your Azure account. Integrate Now
ﬁ Try out self-enrollment of mobile devices via OAuth on Azure, Okta or G-Suite. @
Now you can simplify enrollment of mobile devices for your organization with self-enroliment via authentication an Azure, Okta or G-Suite.
Audit Log Feed {e)
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Last Contacted
@ New App “Samsung Visit In” has been detected
App Summary Data Usage DC-SYSTEM-USER 3days ago
surmmary of blocklisted and allowlisted apps detected in the network Summary of mobile data usage based on current cycle with defined data limit.
@ New App “Banque Pop” has been detected

DC-SYSTEM-USER 3days ago o

e Pour ajouter un appareil mobile, nous devons savoir si le téléphone est
réinitialiser ou non. Selon la situation la méthode varie.

ENREGISTREMENT D'APPAREIL

I/ NON RENITIALISER / EN COURS D'UTILISATION
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SUR ANDROID
e Dans un premier temps, il faut installer I'application sur le smartphone en question
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e Une fois cela fait, redirigez-vous sur l'interface web de MDM.

METHODE 1 :

e Accéder a l'onglet "Enrollement" puis dans le menu de gauche cliquez sur "QR Code

Enrollement"

. Manangngin? i 2 =
&2 Mobile Device Manager Plus

Home Device Mgmt Inventory Enroliment Lars Admin Support

~ Enroll Staged Devices QR Code Template {2 Have suggestions for our QR Code Enrollment feature?
Devices
Users CBDA QR Manual Template (@ Create New Template # Modify  ® Delete

Self Enrollment

Enrollment Settings 90orlater  6.0o0rlater VERSION ANDROID

Directory Services

meE' 1. Activate & Enroll
~ Apple ta]

L] On a new/factory reset device. Tap the Welcome screen 6 times to access the device camera and scan the QR code shown here.
Apple Enrollment (ABM/ASM)
"

Apple Configurator i % Optionally Configure Wi-Fi to skip this step while setting up the device
APNs certificate
ME MDM App -

2. Provision

You can manually assign users from Staged tab to complete enrollment

~ Android r (-] ¥ assig! 13 D

Management Type  Full Device Management
QR Code Enroliment i 2
Zero-touch Enroliment.
Knox Mobile Enrollment
NFC Enroliment
Managed Google Play View list of devices enrolled through QR Code Enrollment.

ME MDM App

Sélectionner la bonne version de votre appareil Android

o Retourné sur le smartphone et lancer I'application MDM que vous avez installé
précédemment. Un petit onglet apparaitra pour scanner le QR Code. Une fois ceci fait,
retourné sur l'interface web. Si cela ne fonctionne pas, suivez les étapes écrites en
rouge/italique/gras sinon continuer normalement.
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e Sur la méme page vous allez retrouver "Staged Devices". Cliquez dessus, dans cet

onglet, vous allez retrouver I'appareil que vous venez d'enregistrer. A partir de la, on
affecte un utilisateur/user a I'appareil.
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Mobile Device Manager Plus
Home D gmt Inventory Enroliment Reports Admin Support Q o A #
 Enroll ‘ Staged Devices QR Code Template [&] Have suggestions for cur QR Code Enrollment feature?
Devices
Users E‘ No staged devices found
Seif Enroliment ) You can view the managed devices from the Devices tab.
Enrollment Settings
Directory Services
o
~ Apple
Apple Enrollment (ABM/ASM)
Apple Configurator b
APNs certificate
ME MDM App
~ Android
QR Code Enroliment
Zero-touch Enroliment
Knox Mabile Enroliment
NFC Enroliment
Managed Google Play
ME MDM App
1 H™H n H n H n H n H H
e Maintenant, dirigez vous dans "Device Mgmt" puis "Devices". Ici, vous allez pouvoir
age kN s . ' ags - .
affecter un utilisateur/user a un groupe. Sélectionner l'utilisateur puis ajouter le
ap s
au groupe souhaité.
- ManageEngm? 2 =
2 Mobile Device Manager Plus
Home Device Mgmt Inventory Enroliment Reports. Admin Support @ ¥
+ Manage Groups  Devices  Users
Groups & Devices
2 W + AddtoGroup % Actionv Y Ungrouped devices Tz O Q B4
Profiles
App Repository [0 Username DeviceName .  Email Device Type Platform Type Last Contact Time Associated Groups  Profile Count Apps Count Content Count Action
App Updste Policy O A support@toucane.. Smartphone % Android Jan9.2024 11:41AM 1 2 95 0
Telecom Expense Mgmt 1 ’D A test Franck support@toucane.. Smartphone i Android Jan5,202409:04AM 1 3 95 0
Certificates Rowsperpage: 25 ¥ 1-20f2 £ »
Alerts
Quick Links ~ Hide
Content Management B tow To

Automate OS Updates

associate profiles to groups?

~ Tools
v to associate profiles to devices?
RIS distribute apps to groups?
Remote Control vto remove/disassociate profiles from devices?
uninstall/remove app from group?

~ Conditional Access 6. How to uninstall/remove app from devices? o
More | Roadmap
Office 365

Office 365 MAM policy

METHODE 2 :
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e Vous allez devoir vous rendre dans "Enrollement" -> "Devices" -> "Enroll Device" ->
Android"

ManageEngine‘ 2 =
Mobile Device Manager Plus

Home Device Mgmt Inventory Enroliment eports Admin Support Q o 4 #
Enroll Managed (2)  Staged(0)  Enrollment Pending (0) %) Want more enhancements v ili Retired (0
Devices ‘ 2

Devices enrolled and already being managed are listed here.
Users
Self Enrollment 3w + Enroll Devicew Y Total:z O Q B &,
Enrollment Settings ) )

- gg Requested Time Enrolled Time Status Remarks Action Enrollment type Groups
Directory Services [ ¢ <
Jand,202404:48 PM  Jan 4, 2024 04:59 P.. Enrolled Sueeessfully enroll... Invite test
i0s/iPad0s Samsung macOs
Apple Oct 16,202312:25..  Oct 16,202312:30.. Enrolled ME MDM App upegr... Invite CBDA
Apple Enroliment (ABM/ASM) -
. | = | 1 G} Rowsper page: 25 ~ 1-20f2 ¢ >
Apple Conf te
AP ST U Windows Windows Chrome s o
t - Hide

e . Laptop Smart Devices
ME MDM App | To send an OS independent enrollment invite, click here.
Android Want to manage - Smart devices | loT devices?
QR Code Enroliment 2. How to enroll a device?

o enroll a mabile device using Self Enrollment?
Zero-touch Enrollment

s Supervised m

5. How to prevent users from revoking ma

Knox Mobile Enrollment
More | Roadmap

NFC Enroliment
Managed Google Play

ME MDM App

e Ensuite, rentrez les mémes informations que l'image ci-dessous, en rajoutant en
plus l'utilisateur/user et le groupe auquel il doit étre assigné. Puis allez dans les mails
du téléphone.

ManageEngine ? =
Mobile Device Manager Plus

Inventory Enrollment Reports Admin Support

* Enroll
Devices Benefits of Full device management
© () Silent App Management () Identify the devices in lost mode
Sers

2 Blocklist malicious and unapproved apps 2} Extensive support for all devices.

Self Enrollment
Enroliment Settings Enroll Android Devices

Directory Services

Device to be enrolled By myself © Through user invites
- Apple
Apple Enroliment (ABM/ASM)
Motify By 8 Email SMS (i
n
Apple Configurator ]
User* + Adduser
APNs certificate
ME MDM App Owned By Persanal © Corporate
* Android O Devices are set up with aWork Profile where you can manage corporate apps and data while user's personal apps,

data, and usage remain private.
QR Code Enrollment

For advanced device management capabilities, enroll devices using EMM Token Method, or Zero Touch
Zero-touch Enrollment Enrollment. Learn More

Knox Mobile Enrollment

Assign to Group . Create Grou
NFC Enroliment Select + D

Managed Google Play # Configure Enrollment Mail Template

ME MDM App
Send Enrollment Invite Cancel

Une fois que tout a été fait, vous avez fini de tous configurer.

11/ RENITIALISER / EN MODE USINE
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SUR ANDROID

e Quand le téléphone est réinitialiser et qu'on nous demande de "valider votre compte". A
ce moment, il vous faudra renseigner dans le champ "Adresse e-mail ou numéro de
téléphone", l'identifiant que MDM va vous donner. On le retrouve sur l'interface web

de MDM dans "Enrollement" -> "QR Code Enrollement" -> "6.0 or Later"

— ManageEngm? 2 =
#:  Mobile Device Manager Plus

Home Device Mgmt Inventory Enroliment 3 Admin Support Q o 4 ¥
* Enroll Staged Devices QR Code Template [#] Have suggestions for our QR Code Enrollment feature?
Devices
Users CBDA QR Manual Template @ Create New Template /# Modify @ Delete

Self Enrollment
Enroliment Settings 9.00rlater  6.00r later <l 3

Directory Services

1. Activate
* Apple M .
On anew/factory reset device, specify the DPC identifie sths Google account.
Apple Enrollment (ABM/ASM)

" IDENTIFIANT
Apple Configurator [
APNs certificate Toeel' | 2.Enroll
] Once the ME MDM app is installed, scan the QR code, or use the enrollment code.
ME MDM App
* Android

3. Provision
QR Code Enroliment ‘ 2 PG

You can manually assign users from Staged tab to complete enroliment
Zero-touch Enrollment
Knox Maobile Enrollment
NFC Enrollment
Managed Google Play View list of devices enrolled through QR Code Enrollment.

ME MDM App

Rentrer l'identifiant sur le téléphone, comme ci-dessous et validé.

Google

Valider votre compte

Utilisez votre compte Google. En savoir plus

Cet appareil a 1 réinitialiss, Pour continuer, connectez-wous
avec un compte Google qui a déja été synchronisé sur cet
apparail.

afw#memdm

Adresse e-mail oublige 7
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e Une fois cette étape faites, vous vous retrouverez sur une fenétre Android Entreprise
comme ci dessous. Procéder a l'installation.

Android Enterprise

La gestion des appareils mobiles est

obligatoire pour ce compte. Installez

l'application ManageEngine MDM afin
d'appliquer les régles de sécurité requises

par le compte.

0\\ ManageEngine MDM

Passer Installer

e Une fois l'installation fini, on procede a la configuration de I'appareil. On accepte et
valide.

e On retourne sur l'interface web de MDM, dans "Enrollement" -> "QR Code

Enrollement"” vous allez retrouver "Staged Devices". Cliquez dessus, dans cet onglet,

vous allez retrouver |'appareil que vous venez d'enregistrer. A partir de 13, on affecte un
utilisateur/user a l'appareil.
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#:  Mobile Device Manager Plus

Inventory Enrollment Reports Admin Support

~ Enroll * Staged Devices QR Code Template [# Have suggestion QR Code Enrollment feature?
Devices
Users E‘ No staged devices found
L

Self Enrollment You can view the managed devices from the Devices tab.

Enrollment Settings

Directory Services

v Apple

Apple Enrollment (ABM/ASM)

y
Apple Configurator ‘”
APNs certificate

ME MDM App
 Android

QR Code Enroliment

Zero-touch Enrollment

Knox Mobile Enrollment

NFC Enrollment

Managed Google Play

ME MDM App

e Maintenant, dirigez vous dans "Device Mgmt" puis "Devices". Ici, vous allez pouvoir
affecter un utilisateur/user a un groupe. Sélectionner l'utilisateur puis ajouter le
au groupe souhaité.

wew  ManageEnging” 2) (8
i3 Mobile Device Manager Plus

Home Device Mgmt Inventory Enroliment Reports. Admin Support @ ¥
~ Manage Groups  Devices  Users
Groups & Devices 0
2 W + AddtoGroup % Actionv Y Ungrouped devices Tz O Q B4
Profiles
App Repository [J  Username DeviceName o  Email Device Type Platform Type Last Contact Time Associated Groups  Profile Count Apps Count Content Count Action
i A support@toucane.. Smartphone i Android Jan9,2024 11:41AM 1 2z 95 0
App Update Policy
Telecom Expense Mgmt 1 ’D A test Franck support@toucane.. Smartphone i Android Jan5,202409:04AM 1 3 95 0
Certificates Rowsperpage: 25 ¥ 1-20f2 £ »
Alerts o )
Quick Links ~ Hide
Content Management I
E {f HowTo's

Automate OS Updates

/to associate profiles to groups?

1. How

~ Tools
0 associate profiles to devices?
Announcements

o distribute apps to groups?

o remove/disassociate profiles from devices?

Remote Control
app from group?

~ Conditional Access app from devices? I .
More | Roadmap

Office 365

Office 365 MAM policy
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